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Starcraft.ene hacked memory map

0x00400000

0x00400400

0x004004A0

0x004FC740
0x0044258B

0x006451A4

PE Signature

Starcraft code

Ally Process code

Starcraft data

Shared DLL

Ally Flag &M
- HOW?

Ally Process code EHM
- HOW?




Starcraft.ene hacked memory map

0x00400000 | - Signature BYTE OrigAllyCodeAsm[] = {
void _declspec{naked) Resetd] Ox8B, OxOD, Ox58, OxDC, Ox63, 0Ox00,
Starcraj // mov ecx, dword ptr [006451A4]
__asm }
3 .
0x00400400 push edi ’
pushad
mov edi, UH_CURPLAYER |
mov ecx, [edi]
0x004004A0 mov ax, [4=xecx+UH_HO
BYTE HookAllyCodeAsm[] = {
mov edx, 1 0x99 //
shl edx, cl X ) nop
OXE8, OxE3, 0OxB8, OxFB, OxFF,
mov edi, UH_HEWALLYF
s call 00400400
0x004FC740 nou cx, [edi] . //
J
0x0044258B
mov eax, ecx r before_hacked flag = new flag
®0r ecx, edx r hacked flag = ecx edx;
mov [edi], cx r *#{ Bz 006451A4) = hacked flag;
mov edi, UH_DATABASE
0x006451A4 mov ebx, [edi+UH_DATA_MODE ]
test ebx, ebx
je Exit
Cmp ax, Cx /# if(before hacked flagq < hacked flag)
Shared jg Maphackon




Starcraft.ene hacked memory map

0x00400000

0x00400400

0x004004A0

0x004FC740
0x0044258B

0x006451A4

PE Signature

SC Vision Hack

SCVisionHack code

SCVisionHack data

Starcraft code

Call ResetAllyFlag B

Starcraft data

Shared DLL
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Accept H = =25} ™ hack codeZ

ZAEHAE HH O

ResetAllyFlag & &

Current Player 2 §E| 2153t
H S 0|85} AllyFlag
ZEH(XOR ¢4t 28)
Maphack On
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ScHack::LoadVisionHack

. ScVisionHack - Microsoft Visual C++ - [MemHack.cpp *]

[# File Edit Wiew Insert Project Build Tools Window Help - = x|
Y = HE D~ oS RMIE™
|ScHack j|[AII class memhers]j| % LoadVisionHack j BN v EL M
i » 3
- 'IjCScVisiunHackApp ~ {BI]I]L ScHack::LoadUisionHack{HWHD hUHWnd, BOOL fUseMaphack}
+-®1% CScVisionHackDlg HHODULE hHod;
#-*15 MemHack FARPROC ProcAddress;
—=-*& PATCH_CODE BOOL bRet = 8;
@ PatchCode struct VisionHackData UH_Data[1];
@ PatchLength
@ PatchName hHod = GetHoduleHandle{"User32.d11");
@ PatchOffset if{hHod == HULL)
. return FALSE;
@ SearchBeginRVA Procfddress = (FARPROC)GetProcAddress{htod, “PostHessagen™);
@ SearchCode if(ProcAddress == HULL)
# SearchLength return FALSE;
i SearchSuccess
--®1% ScHack UH_Data->fHode = flUseHaphack;
% DropOff[) UH_Data->ProcAddress = ProcAddress;
& DropOn() UH_Data->hund = hUH¥nd;
& InitHack() CF(tm FlsInit
§ IsGameRunning() . (.:'Etuinn:nl)_SE'
™ LuadVisiunHackiH\ ’
& MapOff[)
% MapOn() bRet += WriteMemoryBytes((LPUODID)VH FUHCBASE, (LFUOID)Bx4008308, 0x100); f/f Clear
§ ScHack]) bRet += WriteMemoryBytes({LPVOID)VUH_FUHCBASE, &ResetAllyFlag, FUHCTLEM{ResetAllyFlag}}; f/f Add-on code
% “ScHack]) LJ bRet += WriteMemoryBytes((LPUDID)VUH DATABASE, (LPUOID)UH Data, sizeof{UH_Data)); ff Use maphack when
% SetVisionHackEasy bRet += WriteMemoryBytes({(LPVDID)VUH_HOOKBASE, (LPVOID)HookAllyCodeAsm, sizeof (HookAllyCodeAsm)); // Hook code
% UnloadVisionHack{ B
&p m_fisInit 1f(bRet == 4)
— return TRUE;
#» m_szGameClass else J
@ m_szGameTitle |« return FALSE;
< | > 3
"2 Class... & Reso... | 2] FileVi...| || : H
| o
|
» [\ Build ;" Debug % Find in Files 1 Find in Files 2 % Results 5 S «| |
Ready Ln 625, Col 1




|ﬁ$ ScVisionHack - Microsoft ¥isual C++ - [MemHack.cpp]

BEX]

JJIE File Edit Miew Insert Project Build Tools Driverstudio TrueCoverageDE Window Help

== %]

<]

...... ‘ Mapﬂﬂiu
...... ‘ Mapﬂnl]
------ & ScHack{)
------ & "ScHack()

------ & UnloadVYisionHack(]
----- e m_flslInit

----- & m_szGameClass
----- #&p m_szGameTitle

----- & m_szTargetPE
=™ YisionHackData

------ @ ProcAddress

T P lahale

i | L{

...... & LoadVisionHack(HwW?

------ § SetVisionHackEasyM

(vl

"3 Class... | @ Reso... | 2 FileVi... |

BYTE OrigAllyCodeAsm[] =

{
8x8B, @:68D, @xAL4, Bx51, Bx64, Bx88, S/
HH
BYTE HookAllyCodeAsm[] =
{
8z94, £
BxE8, B=E3, 8xB8, BxFB, BxFF, £
HH
void _declspec{naked) ResetAllyFlag{void}
1
__asif
1
push edi
pushad

[« |

mouv edi, UH_CURPLAYER

mov ecx, dword ptr [B86451A4]

nop
call @aLBp40a

8 ERE@| me o o MET H/KbdHook =l d
(Globals) |/ (ANl global members ~|| ¢ ResethllyFlag ~|® - JJ@ 2% !
..|#| [ ndefine UH_HODKBASE BX44UB17 ZI

: #define UH_FUNCBASE Bx400400
. S —
3‘9 ’"—:ﬂw";dl 5 B | ggerine UH_DATABASE Bx4064A0
¥ m_Modulebase #idefine UH_DATA_MODE 8
%% m_ModuleSize #idefine UH_DATA_PROC n
%% m_ProcID #idefine UH_DATA_HWHND 8

= ®= PATCH_CODE

= ®= ScHack #define UH_CURPLAYER 0% DPUFC740
...... o DropOfi() #define UH_NEWALLYFLAG Bx 0BAAS1AY
...... & DropOn(] #define UH_NOWALLYFLAGBASE Bx 00508814
""" @ InitHack) #idefine UH_HSE_HAPON WH_USER+1
""" % IsGameRunning() #define UH_HSE_MAPOFF WH_USER+2

[PYEY

«[»]\ Build { Debua % FindinFiles T % Findin Files 2 % Fesults % { <] |

N el
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&) Blizzard Gamehack Yersion 2.9

NTARCRAFTT
—EXPANSION SET—

| BRODOD WAR |

BroodWar »1,10 | Diablo2 +1,09d | WarCraft3 all version |
Maphack

MapHa FOFF [ALT+A]

Disc hack

Disconnect [Al+D] Restore [Al+U]

code by p Restore button,

abled by Blizzard,

Ciuit
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|ﬁ$ BzHack - Microsoft Yisual C++ - [MemHack.cppl E]|

[ File Edit View Insert Project Build Tools DriverStudio TrueCoverageDE Window Help == x|
3 zRT M = & | S KbdHook R
|War3MapHack j|[ﬂl| class memhers]j| j Moy E ' EL M
N BOOL War3MapHack::InitHMapHack() Z‘
& IsGameRunning(] [A] {

if({*IsGameRunning())

% MapOff() return FALSE;
& MapOn(]
& WardMapHack(] if(*0OpenProcess{m_szGameClass, m szGameTitle))
& “YWarJMapHack() return FALSE;
&p m_AsmCode n_ModuleBase = GetBaseAddress{m_szTargqetPE);
&% m_bPatchCodelsInit if(tm_ModuleBase)

&p m_szGameClass return FALSE;

i@ m_szGameTitle

a9 T PE if{*m _bPatchCodeIsInit})
m_szTarge

{
=13 Globals PATCH_CODE pc; /7 SearchBeginRUA based on War3 1.82
& EnumWindowsProc[k
& GetFirstProcessMody pc.PatchHame = "Full Hap Vision";
§ NewD2WindowProc[] pc.SearchBeginRUA = Bx000F1549-0x1000;
& NewD2WindowProc | pc.SearchCode = &War3dSearchCode[8];
# BwOriginalCode - pc.-SearchLength = 14; .
# BwPatchCode P-::.Pat-::hl]FFset = (DWORD)PatternSearch{&{{BYTE*)m_ModuleBase)[pc.5earchBeginRUA], pc.3e
. if{tpc.PatchOffset) pc.3earch3uccess = FALSE;
# BwPatchCodeSize else pc.Searchsuccess = TRUE;
# BwPatchR¥A = pc.PatchCode = &War3PatchCode[8]; i
iw FindClass pc.PatchLength = 8;
@ NumWindows m_AsmCode .Add{pc);
i thehpp
# War3PatchCode pc.PatchHame = "Hini HMap Enemy";
@ War3SearchCode pc.SearchBeginRVUA = BxB80827767A-0x1000;
& WindowList pc.SearchCode = &War3SearchCode[ 8+14];
w pc.3earchLength = 18;
<] m| [}] pc.PatchOffset = {DWORD)PatternSearch{&((BYTEx)m_MHoduleBase)[pc.SearchBeginRUA], pc.Se
T . S — if{*pc_PatchOffset) pc.SearchSuccess = FALSE; -
S Class... Jﬁlﬂesu... I £] FileVi... I ‘ ,
= =
A
«[»]\ Build { Debua % FindinFiles T % Findin Files 2 % Fesults % { <] | v

Ready Ln 1000, Col 9
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* Visual Studio 2022

= hitps://visualstudio.microsoft.com/downloads/

= Community H{ 7 {1 EH
Downloads

\ Visual Studio 2022 |=

The most comprehensive IDE for .NET and C++ developers on Windows for building web, cloud, desktop, mobile apps, services and games.

Community Professional Enterprise Preview

Powerful IDE, free for students, open- Professional IDE best suited to Scalable, end-to-end solution for Get early access to latest features
source contributors, and individuals small teams teams of any size not yet in the main release

Free download

Release notes —» Compare Editions > How to install offline >
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4 = public Mainkindow() 28 3K
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47 ) g ’ Spy++(x64)
48 i 2 E3E.
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- HUND. hiind ; S IR U LRI
52 AFER X F(C)...
53 bHackOn = !bHackOn; & 240)..
54 = if (bHackOn) {
55 hWnd = FindWindow(null, "H0tE S EET| ver1.82");
56 hind = WinAPI.GetWindow(hWnd, WindowType.GW CHILD);
57 hind = WinAPI.GetWindow(hWnd, WindowType.GW _HWNDMEXT) ;
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< Windows API

» Application Programming Interface
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WINAPI - BitBlt
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W TS

= BOOL BitBIt(HDC hDC,int X,int Y,int nWidth,int nHeignt, HDC hSrcDC,int XSrc,int ySrc,DWORD

dwROP);
D O|_|A

*

= hDC:H|E® 0| EALE DC

= X,Y,nWidth,nHeight: H{E 0| EAtE X|o| Zp&t Tt XERF =, HO|, O] 4t2 =2[X ZHE4LO| LY.
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https://algo.datahub.pe.kr/src/WinAPI.cs

AN8E =20 57| HAE

< Window_ Loaded O|HIE si=2{ 3 &

private void Window_Loaded(object sender, RoutedEventArgs e)
{
HWND hWnd = FindWindow(null, "*X|= fl& - Windows M ZZ&H");
HDC hDC = GetDC(hWnd);
PAINTSTRUCT ps = new PAINTSTRUCT();
RECT rect = new RECT();

GetClientRect(hWnd, out rect);
/78 (7|

Rectangle(hDC, rect.Left + 10, rect.Top + 10, rect.Right - 10, rect.Bottom - 10);
//Bt2 = gfA TE[7|

RoundRect(hDC, rect.Left + 20, rect.Top + 20, rect.Right - 20, rect.Bottom - 20, 20, 20);
/13 E[7]

Ellipse(hDC, rect.Left + 30, rect.Top + 30, rect.Right - 30, rect.Bottom - 30);
LineTo(hDC, rect.Right - 10, rect.Bottom - 10);
EndPaint(hWnd, out ps);




WINAPI - FindWindow

o Ol
o A

L)

»* HWND FindWindow(LPCTSTR IpClassName, LPCTSTR IpWindowName);
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WINAPI - GetDC

o A
» HDC GetDC( HWND hwnd);
% Ol

*%

= hWnd: DCE F5l10X} ol= EL HE NULLY Z2 MXN spHOo| cist pc7F F+8i R C} .

= R
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 DCE T5t= gEtA el 2 F 7HX|7F Q=0 WM_PAINT [ A| K| L{{ Of A DCE 22 M=
BeginPaint, EndPaint &44 S A3} O HA|X| 0|Q/9] EEA DCE ¢S = GetDC,
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WINAPI - GetPixel
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W =S

» COLORREF GetPixel(HDC hdc, int nXPos, int nYPo0s);
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WINAPI - SelectObject

00-35:|
W =S

» HGDIOBJ SelectObject( HDC hdc,HGDIOBJ hgdiobj);

PRIRS

= hdc:DCH =
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[ = oc

<Window x:Class="DifferPicHeler.MainWindow"
xmlns="http://schemas.microsoft.com/winfx/2006/xaml/presentation”
xmlns:x="http://schemas.microsoft.com/winfx/2006/xaml" g2
xmlns:d="http://schemas.microsoft.com/expression/blend/2008"
xmlns:mc="http://schemas.openxmlformats.org/markup-compatibility/2006"
xmlns:local="clr-namespace:DifferPicHeler" xd
mc:Ignorable="d"
Title="HlOlE EEOEEY|] =0(" Height="420" Width="280" ResizeMode="NoResize" Loaded="Winc
<StackPanel Orientation="Vertical">
<Label Content="dlolE ST IE 7| =0| vi.0" HorizontalAlignment="Center" Margin="0,10,0,¢
Width="230" FontWeight="Bold" HorizontalContentAlignment="Center" FontSize="14" Foregro
BorderBrush="Black" Background="Yellow"/>
<GroupBox x:Name="gbMode" Header=" 2= " Width="230" Height="60" Margin="0,10,0,0">
<StackPanel Orientation="Horizontal" VerticalAlignment="Center" HorizontalAlignment="Ce

</StackPanel>

</GroupBox>

<GroupBox x:Name="gbDir" Header=" 2t&F " Width="230" Height="6@" Margin="0,10,0,0">
<StackPanel Orientation="Horizontal" VerticalAlignment="Center" HorizontalAlignment="Center">
</StackPanel>

</GroupBox>

<GroupBox Header=" X[ " Width="23@0" Height="65" Margin="0,10,0,0">

</GroupBox>

</StackPanel>
</Window>
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radDirVert radDirVHori
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g sldBlitting
txtLog
btnStart
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<StackPanel Orientation="Vertical">
<Label Content="HlO}E S IEEY| =0| v1.0" HorizontalAlignment="Center" Margin="0,10,0,0" VerticalAlignment="Top" Width="230*
FontWeight="Bold" HorizontalContentAlignment="Center" FontSize="14" Foreground="Blue" BorderBrush="Black" Background="Yellow"/>
<GroupBox x:Name="gbMode" Header=" 2= " Width="230" Height="60" Margin="0,10,0,0">
<StackPanel Orientation="Horizontal" VerticalAlignment="Center" HorizontalAlignment="Center">
<RadioButton x:Name="radModeAuto" Content="A}ZZX|" HorizontalAlignment="Left" Width="80" Height="15" Margin="10,0,0,0“
IsChecked="True" Checked="radModeAuto_Checked"/>
<RadioButton x:Name="radModeForce" Content="ZAS%f" HorizontalAlignment="Left" Width="80" Height="15" Margin="10,0,0,0"
Checked="radModeForce_Checked" />
</StackPanel>
</GroupBox>
<GroupBox x:Name="gbDir" Header=" g " Width="230" Height="60" Margin="0,10,0,0">
<StackPanel Orientation="Horizontal" VerticalAlignment="Center" HorizontalAlignment="Center">
<RadioButton x:Name="radDirVert" Content="M|Z" HorizontalAlignment="Left" Width="80" Height="15" Margin="10,0,0,0"
Checked="radDirVert_Checked"/>
<RadioButton x:Name="radDirHori" Content="7}Z" HorizontalAlignment="Left" Width="80" Height="15" Margin="10,0,0,0"
Checked="radDirHori_Checked"/>
</StackPanel>
</GroupBox>
<GroupBox Header=" X[ " Width="230@" Height="65" Margin="0,10,0,0">
<Slider x:Name="sldBlitting" HorizontalAlignment="Center" VerticalAlignment="Center" Width="194" Value="300" Minimum="100"
Maximum="800" TickPlacement="Both" IsSnapToTickEnabled="True" TickFrequency="100" ValueChanged="sldBlitting ValueChanged" />
</GroupBox>
<TextBox x:Name="txtLog" HorizontalAlignment="Center" Margin="0,10,0,0" Text="" VerticalAlignment="Top" Width="230" Height="60"
VerticalScrollBarVisibility="Auto" />
<Button x:Name="btnStart" Content="A|Zl" Height="26" Width="230" Margin="0,10,0,0" Click="btnStart Click"/>
</StackPanel>
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using System.Timers;

using HANDLE = System.IntPtr;

using HWND = System.IntPtr;

using HDC = System.IntPtr;

using static DiffPicsHelper.WinAPI;

public partial class MainWindow : Window
{
enum MODE A
AUTO, FORCE

}
enum DIR {

NONE, VERTICAL, HORIZENTAL
}s

bool bHackOn = false;

HWND hGameWnd;

int nBlitting = 200; // =28
MODE mMode = MODE.AUTO; // S&ZEE
DIR mDir = DIR.NONE; // 18 EEF
Timer timer = new System.Timers.Timer();
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private void radModeAuto_Checked(object sender, RoutedEventArgs e)

{
mMode = MODE.AUTO;
}
private void radModeForce_Checked(object sender, RoutedEventArgs e)
{
mMode = MODE.FORCE;
}
private void radDirVert Checked(object sender, RoutedEventArgs e)
{
mDir = DIR.VERTICAL;
}
private void radDirHori_Checked(object sender, RoutedEventArgs e)
{
mDir = DIR.HORIZENTAL;
}

private void sldBlitting_ValueChanged(object sender, RoutedPropertyChangedEventArgs<double> e)
{

nBlitting = (int)sldBlitting.Value;




bool IsContinuePixel(int x, int y, DIR dir, int count)

/] (x, y)EEFE dirgtetez Z2 AZo] 40| countZf Ol4 EMSH=TF?

bool IsContinuePixel(int x, int y, DIR dir, int count)

{
uint Color, Coloro;
int i = 0;
HDC hDC = GetDC(hGameWnd); /7 ANL=ztH HHA 2=
Colord = GetPixel(hDC, x, y); /] (x, y)ZtES| MA 2E
do
{
i++;
if (dir == DIR.VERTICAL)
Color = GetPixel(hDC, x, y + 1i);
else
Color = GetPixel(hDC, x + i, y);
}
while (Color@ == Color && i < 1024); // &2Mo|H H=H s

ReleaseDC(hGameWnd, hDC);

if (i >= count)
return true;

else
return false;
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private void btnStart_Click(object sender, RoutedEventArgs e)

{

HWND hWnd;

bHackOn = !bHackOn;

if (bHackOn) {
hWnd = FindWindow(null, ":Hlots S22 37| ver1.82");
hWnd = WinAPI.GetWindow(hWnd, WindowType.GW_CHILD);
hWnd = WinAPI.GetWindow(hWnd, WindowType.GW_HWNDNEXT);
hWnd = WinAPI.GetWindow(hWnd, WindowType.GW_HWNDNEXT);
hGameWnd = WinAPI.FindWindowEx(hWnd, IntPtr.Zero, null,
if (hGameWnd == NULL) {

MessageBox.Show (" &EHE &S + slgHct.", "ol2{");
return;

}
txtLog.AppendText("Hack Started.\n");
btnStart.Content = "Stop";

}

else

{
txtLog.AppendText("Hack Stoped.\n");
btnStart.Content = "Start";

}

}
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& DD0B030E "Default IME™ IME

& 00090696 " crashpad_SessionEndWatcher

& DD0EDEZE "Default IME" IME

 000605C0 "MSCTFIME UI™ MSCTFIME UI

& 00130580 "Defautt IME™ IME

# 0007060C " toottips_classdZ

& 0005063C " tooktips_class3Z

& 00040312 ™ Combo L Baox

00030310 ™ WarkerW



void timer_Elapsed(object sender, ElapsedEventArgs e)

{
if (!bHackOn) return;

HWND hWnd;

hWnd = FindWindow(null, "HlOfl= SZI & 37| ver1.82");

hWnd = WinAPI.GetWindow(hWnd, WindowType.GW_CHILD);

hWnd = WinAPI.GetWindow(hWnd, WindowType.GW_HWNDNEXT) ;

hWnd = WinAPI.GetWindow(hWnd, WindowType.GW_HWNDNEXT) ;

hGameWnd = WinAPI.FindWindowEx(hWnd, IntPtr.Zero, null, "GameView");

if (hGameWnd == NULL) return;

if(mMode == MODE.AUTO)

{ /] ASLEXZEQ HF
if(IsContinuePixel (265, 531, DIR.HORIZENTAL, 460)) /] A AlRF M stH
5
else if(IsContinuePixel(220, 543, DIR.HORIZENTAL, 400)) // A 23t 3tH

.
)

else if(IsContinuePixel(150, 600, DIR.HORIZENTAL, 600) & // 72 7t=2 212

IsContinuePixel(570, 316, DIR.HORIZENTAL, 100)) // Clear O3 LI+ X2
DrawDiffPic(DIR.HORIZENTAL);
else if(IsContinuePixel(511, 265, DIR.VERTICAL, 100) &% // A M=z O
IsContinuePixel (889, 46, DIR.VERTICAL, 500)) // Clear O3 LI2= XI2|
DrawDiffPic(DIR.VERTICAL);
else // 25 otd A
Beep(700, 50);
}
else if(mMode == MODE.FORCE)
{ /] BHSEZRES A4
DrawDiffPic(mDir);
}
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static void DrawDiffPic(DIR dir) {
uint i; SelectObject(hMemDC, h0ldObj);
HDC hDC, hMemDC; // HE222] =7t DeleteObject(hBitMap);

IntPtr hBitMap = NULL; // ZHH{ A DeleteObject(hMemDC);
IntPtr h0ldObj NULL; // T ReleaseDC(hGameWnd, hMemDC);
bool bRes; ReleaseDC(hGamelWnd, hDC);

hDC = GetDC(hGameWnd); /] AL EL] sUHE = 2C}.
| 2

if (hDC NULL || hMemDC == NULL) return;

if (dir
{

DIR.VERTICAL)

hBitMap = CreateCompatibleBitmap(hDC, 366, 558);

h0ldObj = SelectObject(hMemDC, hBitMap);

bRes = BitBlt(hMemDC, ©, 0, 366, 558, hDC, 515, 38, TernaryRasterOperations.SRCCOPY);
// hDC (515, 38)Z=t3OlA 366 x 558 I7|THE hMemDC (0, 0)ZtFEO|l 201 Y =C}.

if(bRes)
for (i = @; i < nBlitting; i++)
BitBlt(hDC, 139, 38, 366, 558, hMemDC, ©, @, TernaryRasterOperations.SRCCOPY);

}

else if (dir == DIR.HORIZENTAL)

{
hBitMap = CreateCompatibleBitmap(hDC, 742, 274);
h01ldObj = SelectObject(hMemDC, hBitMap);

bRes = BitBlt(hMemDC, @, 0, 742, 274, hDC, 139, 322, TernaryRasterOperations.SRCCOPY);

if (bRes)
for (i = @; i < nBlitting; i++)
BitBlt(hDC, 139, 38, 742, 274, hMemDC, O, @, TernaryRasterOperations.SRCCOPY);
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High Address

Low Address




WIN32

2B

Process 1

Code Pages

Data Pages

Shared Data

PC Hard Disk(s)

Executable
Image

Executahle
Image

Process 2

AI'
NN

Code Pages

Shared Data

Diata Pages

2B

Process Memory Map

Virtual address space
for Notepad.exe

00000000000

TFT93950000

FF 93951000

TFT93952000

TFFFFFFEFFF

Physical memaory

pages

JICEOOOD

BIAZ0D00
Lw| AFDADDOD
—— B2BASDDD
ll*' BCE50000

Virtual address space
for MyApp.exe
DODDDDO00

TET93950000

FEFA3951000

7FFFFFFFFFF




""""

64 bit Address Spaces

> 64-bits = 2°64 = 17,179,869,184 GB

» Xx64 today supports 48 bits virtual = 262,144 GB =256 TB
» |A-64 today support 50 bits virtual = 1,048,576 GB =1024 TB
» 64-bit Windows supports 44 bits = 16,384 GB =16 TB
X64 32-bit
process
8 TB 8 TB '
System System

Space Space
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< using & =7}

" using System.Timers;

% Visual Studino Z 2N E A A
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" using static CheatOmatic.WinAPI;
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<Window x:Class="CheatOmatic.MainWindow"
xmlns="http://schemas.microsoft.com/winfx/2006/xaml/presentation”
xmlns:x="http://schemas.microsoft.com/winfx/2006/xaml"

xmlns:d="http://schemas.microsoft.com/expression/blend/2008"

xmlns:mc="http://schemas.openxmlformats.org/markup-compatibility/2006"

xmlns:local="clr-namespace:CheatOmatic"

mc:Ignorable="d"

Title="CheatOmatic" Height="500" Width="630 ResizeMode="CanMinimize">
<!--Window.DataContext>

<local:ViewModelDI/>
</Window.DataContext-->

<Grid Margin="0,0,0,0">
<Grid.RowDefinitions>
<RowDefinition Height="36"/>
<RowDefinition Height="36"/>
<RowDefinition Height="*"/>
<RowDefinition Height="26"/>
</Grid.RowDefinitions>
<Grid.ColumnDefinitions>
<ColumnDefinition Width="1*"/>
</Grid.ColumnDefinitions>

<StatusBar Grid.Row="3" FontSize="11">
<TextBlock x:Name="txtMessage" Margin="10,0,10,0" />
</StatusBar>
</Grid>
</Window>
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</Grid.ColumnDefinitions>

<Label Content="ZZMA =5: " HorizontalAlignment="Left" Margin="7,0,0,0" VerticalAlignment="Center" FontWeight="Bold"/>
<ComboBox x:Name="cmbProcess" HorizontalAlignment="Left" Margin="101,0,0,0" VerticalAlignment="Center" Width="504" Height="22"/>
<DataGrid>

</DataGrid>

<ComboBox x:Name="cmbDataType" HorizontalAlignment="Left" Margin="101,0,0,0" Grid.Row="1" VerticalAlignment="Center"
Width="105" SelectedIndex="0">
<ComboBoxItem Content="4Byte"/>
<ComboBoxItem Content="2Byte"/>
<ComboBoxItem Content="1Byte"/>

</ComboBox>

<TextBox x:Name="txtSearchValue" HorizontalAlignment="Left" Margin="211,0,0,0" Grid.Row="1" TextWrapping="Wrap" Text=""
VerticalAlignment="Center" Width="130" Height="22"/>

<Label Content="AtZ= ZA4:.:" HorizontalAlignment="Left" Margin="33,0,0,0" Grid.Row="1" VerticalAlignment="Center" FontWeight="Bold"/>

<Button x:Name="btnNewSearch" Content="Z=7|EAM" HorizontalAlignment="Left" Margin="346,0,0,0" Grid.Row="1" VerticalAlignment="Center"
Height="22" Width="58" IsEnabled="True"/>

<Button x:Name="btnFilterSearch" Content="ZH&A" HorizontalAlignment="Left" VerticalAlignment="Center" Width="58" Margin="409,0,0,0"
Grid.Row="1" Height="22" IsEnabled="False"/>

<CheckBox x:Name="chkAutoUpdate" Content="A}ZAA" HorizontalAlignment="Left" Margin="537,0,0,0" Grid.Row="1"
VerticalAlignment="Center" IsChecked="True"/>

<Button x:Name="btnClear" Content="Z M &X" HorizontalAlignment="Left" Margin="472,0,0,0" Grid.Row="1" VerticalAlignment="Center"
Width="60" Height="22"/>

<StatusBar Grid.Row="3" FontSize="11">




<DataGrid x:Name="dgDataItem" Grid.Row="2" Margin="10,0,10,10" ScrollViewer.HorizontalScrollBarVisibility="Auto"
ScrollViewer.VerticalScrollBarVisibility="Auto" AutoGenerateColumns ="False"
ItemsSource="{Binding Path=ocDataItem, Mode=TwolWay,
NotifyOnSourceUpdated=True, NotifyOnTargetUpdated=True, UpdateSourceTrigger=PropertyChanged}">
<DataGrid.Columns>
<DataGridCheckBoxColumn Header="11A" Binding="{Binding Fix, Mode=TwoWay}" Width="35">
<DataGridCheckBoxColumn.CellStyle>
<Style>
<!--EventSetter Event="CheckBox.Checked"/>
<EventSetter Event="CheckBox.Unchecked"/-->
</Style>
</DataGridCheckBoxColumn.CellStyle>
</DataGridCheckBoxColumn>
<DataGridTextColumn Header="2>(hex)" Binding="{Binding HexAddress, Mode=TwoWay}" Width="2*" />
<DataGridTextColumn Header="37|" Binding="{Binding Size}" Width="@.5*" />
<DataGridTextColumn Header="#gt(HAZt)" Binding="{Binding NowValue, Mode=TwoWay}" Width="1.5*">
<DataGridTextColumn.CellStyle>
<Style TargetType="DataGridCell">
<Setter Property="Foreground" Value="{Binding NowValueColor, Mode=TwoWay}"/>
</Style>
</DataGridTextColumn.CellStyle>
</DataGridTextColumn>
<DataGridTextColumn Header="O|&g!" Binding="{Binding PrevValue}" Width="1.5*" IsReadOnly="True" />
<DataGridTextColumn Header="&%" Binding="{Binding Desc, Mode=TwoWay}" Width="1.5*" />
<DataGridCheckBoxColumn Header="¥2Z|7|" Binding="{Binding Freeze, Mode=TwoWay}" Width="50">
<DataGridCheckBoxColumn.CellStyle>
<Style>
<!--EventSetter Event="CheckBox.Checked"/>
<EventSetter Event="CheckBox.Unchecked"/-->
</Style>
</DataGridCheckBoxColumn.CellStyle>
</DataGridCheckBoxColumn>
</DataGrid.Columns>
</DataGrid>




public class DatalItem : INotifyPropertyChanged
{
public ulong Address { get; set; }
public string? hexAddress;
public string? HexAddress
{
get { return hexAddress; }
set
{
if (value == null || value.Equals(""))
return;
hexAddress = value;
this.Address = (ulong)Convert.ToInt64(value, 16);
OnPropertyChanged(nameof(HexAddress));

}
}

public int nowValue;
public int NowValue {
get { return nowValue; }
set
{
if(this.nowValue != value) {
this.nowValue = value;
OnPropertyChanged(nameof(NowValue));

}

if(this.PrevValue != value)
{
this.NowValueColor = Brushes.Red;
OnPropertyChanged(nameof(NowValueColor));
}
else
this.NowValueColor = Brushes.Black;

public int PrevValue { get; set; }
public ushort size;
public ushort Size {
get { return size; }
set
{
size = value;
OnPropertyChanged(nameof(Size));
¥
¥
public string? Desc { get; set; }
public bool Fix { get; set; }
public bool Freeze { get; set; }

public SolidColorBrush? NowValueColor { get; set; }

public event PropertyChangedEventHandler PropertyChanged;

protected virtual void OnPropertyChanged(string propertyName)
{

if (PropertyChanged != null)
{

}

PropertyChanged(this, new PropertyChangedEventArgs(propertyName));
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public class ViewModelDI

{
public ViewModelDI()

{
}

public static ObservableCollection<DataItem>? _ocDataltem = null;
public static ObservableCollection<Dataltem> ocDataltem

{

get

{
if (_ocDataltem == null)
{

_ocDataltem = new ObservableCollection<DataIltem>();

}
return _ocDataltem;

}

set

{

_ocDataItem = value;
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public partial class MainWindow : Window
{
private int selectedProcld;
private ushort selectedSize = 4;
private bool is32bitProcess = true;

private bool autoUpdateEnabled = true;
private List<MEMORY_BASIC_INFORMATION64> lstMemoryBlock;
Timer tmrUpdater, tmrFreezer;

public MainWindow()
{
InitializeComponent();
1stMemoryBlock = new List<MEMORY_BASIC_INFORMATION64>();

tmrUpdater = new Timer();

tmrUpdater.Interval = 1000;

tmrUpdater.Elapsed += new System.Timers.ElapsedEventHandler(tmrUpdater_Tick);
tmrUpdater.Start();

tmrFreezer = new Timer();
tmrFreezer.Interval = 500;
tmrFreezer.Elapsed += new System.Timers.ElapsedEventHandler(tmrFreezer_Tick);

tmrFreezer.Start();
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public void tmrUpdater_Tick(object sender, System.Timers.ElapsedEventArgs e)

{
Application.Current.Dispatcher.Invoke(new Action(() =>
{
try
{
if (chkAutoUpdate.IsChecked==false)
return;
//UpdateViewModelDI();
}
catch (Exception) { }
1)
}
public void tmrFreezer_Tick(object sender, System.Timers.ElapsedEventArgs e)
{
Application.Current.Dispatcher.Invoke(new Action(() =>
{
try
{
//FreezeViewModelDI();
}
catch (Exception) { }
1)




public void UpdateProcessList ()

public void UpdateProcessList()
{

Process[] processes = Process.GetProcesses();
foreach (Process p in processes)

{
if (p.Id == 0)
continue;
if (p.ProcessName.Equals("svchost") || p.ProcessName.Equals("csrss") || p.ProcessName.Equals("Registry")
|| p.ProcessName.Equals("wininit") || p.ProcessName.Equals("ctfmon")
|| p.ProcessName.Equals("fontdrvhost") || p.ProcessName.Equals("winlogon") || p.ProcessName.Equals("LogonUI"))
continue;

IntPtr hProcess = WinAPI.OpenProcess(PROCESS_ALL_ACCESS, false, p.Id);
WinAPI.IsWow64Process(hProcess, out is32bitProcess);
WinAPI.CloseHandle(hProcess);
string text = "";
if (is32bitProcess)

text = "[" + p.Id + "] (x32) " + p.ProcessName;
else

text = "[" + p.Id + "] (x64) " + p.ProcessName;

if (p.MainWindowTitle == "")
cmbProcess.Items.Add(text);
else
cmbProcess.Items.Add(text + " - " + p.MainWindowTitle.Substring(@, Math.Min(p.MainWindowTitle.Length, 40)));




private void cmbProcess_DropDownOpened(object sender, EventArgs e)

{
UpdateProcessList();

}

private void cmbProcess_SelectionChanged(object sender, SelectionChangedEventArgs e)

{

if (cmbProcess.SelectedIndex >= 9)

{
int procIld = 9;
if (cmbProcess.SelectedItem is not null) {
string strPid = cmbProcess.SelectedItem.ToString().Split(']')[@];
procId = int.Parse(strPid.Substring(1));
}
if (this.selectedProcId != procId)
{
this.selectedProcId = procld;
MakeProcessMemoryBlockInfo();
txtMessage.Text = lstMemoryBlock.Count().ToString() + " =52 & USLCE";
}
if (lstMemoryBlock.Count > 0)
{
btnNewSearch.IsEnabled = true;
btnFilterSearch.IsEnabled = true;
}
else
{
MessageBox.Show("oll & ZZ2AM|Ao| M =22 FZ0| XAet=ASHCE.", "oll2f");
btnNewSearch.IsEnabled = false;
btnFilterSearch.IsEnabled = false;
}
}

ViewModelDI.ocDataltem.Clear();
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@ CPU [4 =1 [ HEZ & Z=CHE s 2o W ) =& A8 &7 SEH o] A3EE &E JIE 3 2 =l S AT ﬁ HE T Trace
Sxeiis 32 ItE| e Li & 4 2 =3
00010000 | 00010000 ,& =3 MAP -RW-— -RW--
00020000 | 00001000 [ AE R MAP -R--- -R---
00030000 | 00001000 |5 AMEF MAP -R—-- -R-—-
00040000 | 00010000 |5 AFER MAP -R—-- -R-—-
00060000 | 00035000 [ A2 = PRV —-RW--
00095000 | 00008000 [ A 2R PRV | -RW-G -RW--
000ADDOD | DDOFS000 [ A 2E o 2rel PRV -RW--
00138000 | 00008000 | AER Stack (13112) PRV -RW-G -RW--
001AD000 | 00004000 | AMER MAP -R--- -R---
001B0000 | 00002000 |5 MEF PRV | -RW-- -RW--
001C0000 | 00001000 |5 AHER MAP -R—-- -R-—-
00100000 | 00002000 |5 AER PRV | -RW-- -RW--
00102000 | 00006000 [ A=A | H2E (ooiDooo0) FRV -RW--
001EQ000 | 00004000 |5 AFER MAP -R--- -R---
001E4000 | 00004000 | AFER M2 (oolEDOOO) MAP -R---
001F0000 | 00001000 | AER PRV -RW-— -RW--
001F1000 | 00007000 | AMER M[2F=! (ooiFDODO) PRV -RW--
00200000 | 00002000 [ AMEE o2kl PRV -RW--
00202000 | 00005000 |5 AFER PEB, TEB (13112), Wowe4 TEB (131] PRV | -RW-- -RW--
00207000 | nooocooo [f MEARL | W2 (oozoo000) FRV -RW--
00ZE3000 | 00003000 |5 APER | TEE (10048), wWows4 TEE (10048) PRV | -RW-- -RW--
00ZE&000 | 00003000 | AMER M2k (oozooooo) PRV -RW--
00ZE9000 | 00006000 | AMER TEE (12820), WOwe4 TEB (12820), 7 PRV -RW-— -RW--
O0ZEFOO0 | DDOASDOO | AMER H2F=l (oozooooo) PRV -RW--
00394000 | 0000C000 |fL AFERL | TEE (15748), Wowe4 TEB (15748), T PRV | -RW-- -RW--
003A0000 | 00060000 |5 ME2R ML (002000007 PRV -AMW--
00400000 | 00001000 |8 MEE | pika.exe ) ) ING |-R--- ERWC -
00401000 | 0000E0DO [ A 2E "L text” el b= BE IMG |ER--- ERWC -
0040F000 | 00001000 | AFER ".rdata” S HE FNE G0 IMG -R--- ERWC -
00410000 | 00002000 | AMER ", data” Z=2&E =l {0 IMG -RW-— ERWC -
00413000 | 00001000 | AMER ".idata” HOE HHZ IMG -RW-— ERWC -
00414000 | 00064000 |5, AER "L rsrc” ol P IMG |-R--- ERWC -
0047EQO0 | 00002000 |5 AER ", reloc” A= THHE IMG |-R--- ERWC -
00480000 | 00035000 |5 MSR | H2E PRV -RW--
004B5000 | 0000B000 |5 AFER PRV | -RW-G -RW--
004C0000 | 00035000 | AFER [ 2k PRV -RW--
004F5000 | DD00BDOOD | AMER PRV -RW-G -RW--
00500000 | 00001000 | AER MAP -RW-— -RW--
00510000 | 00001000 |5 AHER PRV | -RW-- -RW--
00520000 | 00001000 |5 AER PRV | -RW-- -RW--
005 30000 | ooooso00 [ A2 PRV | -RW-- -RW--
005 38000 | oooos000 |5 M2R M2HE! (oos300000 PRV -RW--
00550000 | 00005000 | AFER MAP -RW-- -RW--
005 80000 | 00004000 | AMER MAP -R--- -R---
00520000 | 00081000 | AMER Heap (ID 0) PRV -RW-— -RW--
00611000 | 0007FO0O [ MER | HZHE [oos90000) PRV -RW--
00620000 | 000C2000 | AMER &Device\Har ddiskvolume3' windows" 3 MAP -R—-- -R---
007 60000 | DooFDooo [ A2 | 2hel PRV —-RW--
00850000 | 00003000 |8 AME2X Stack (15748) PRV | -RW-G -RW-—
00860000 | 000FDO0O | AFER [ 2k PRV -RW--
00950000 | 00003000 | AFER Stack (14708) PRV -RW-G -RW--
00960000 | 00025000 | AMER ([ 2k=! PRV -RW--
00995000 | 00008000 |5 AFER PRV | -RW-G -RW--
009A0000 | 00035000 [ A2 = PRV -RW--
00905000 | 0oo0s000 [ A2 PRV | -RW-G -RW--
00AGDO00 | 00011000 |5 AFER MAP -R--- -R---
00A7 1000 | 001LEFO00 | APER M2k (ooasDO00) MAP -R---
00C 60000 | 00181000 | APER MAP -R--- -R---
00DFOO00 | 000ADDDOD S AER MAP -R--- -R---
O0E90000 | 01261000 (8 MEA | HZE [ooDFo0OO) MAP -R---
02240000 | 0000F000 |5 ME2A Heap (ID 3) PRV | -RwW-- -RW-—
0224F000 | 00001000 (B MR | HZE [ozz40000) PRV RW--
02250000 | 000FDO00 |8 MEX 2=l PRV -RW--




oo SolUll | U LU 1 ER A s ldala - I el R S R | LIty et ke R —
65729000 | 0000Z000 (B A2 ".idata"” HOE MHHZ22 IMG | -R——- ERWC -
6572B000 | 00001000 B Al ", didat” IMG |-R--- ERWC -
6572C000 | 00001000 B Al A ".rsrc” 2l IMG |-R--- ERWC-
657 ZD000 | 00006000 |8 A A~ ".reloc” J= THHEF IMG -R--- ERWC -
65740000 | 00001000 (B A [ imkrapi.dll IMG -R--- ERWC -
65741000 | 00027000 |8 A " Text” s JEgEt e IMG ER--- ERWC -
65763000 | 00001000 (2 Al A4 ", data” == g HolH IMG | -RW-- ERWC -
65769000 | 0000Z000 (B A4 ", idata"” HOE ™22 IMG | -R——- ERWC -
6576B000 | 00004000 (B A A " rsrc” 2la IMG | -R——- ERWC -
6576F000 | 00003000 |2 Al ", reloc” A= THHE IMG |-R--- ERWC-
657 80000 | 00001000 |8 A~ duiro.d11 IMG -R--- ERWC -
65781000 | DD12A000 B A " Text” s JEgEt e IMG ER--- ERWC -
65 8BE0O0 | DOOODZ000 (B A ", data” =& =l {0 IMG -RW-— ERWC -
65 8EEQOD | 00003000 (2 A2 ", idata"” HOlE ™22 IMG | -R—-- ERWC -
658C1000 | 00001000 (B A2 ", didat™ IMG -R—-- ERWC -
65 8C 2000 | DD00EODD (B A A " rsrc” 2| IMG | -R——- ERWC -
65800000 | 0000F000 B Al A ", reloc” A= THHE IMG |-R--- ERWC-
65 8E0000 | 00001000 |8 AAE [ Himetip.d11 IMG -R--- ERWC -
65 8E1000 | OOOE7F OO0 (B A~ "L Text” s JEdE e IMG ER--- ERWC -
65 9C 8000 | 00001000 (B A ", data” =& =l {0 IMG -RW-— ERWC -
659C9000 | 00005000 (2 A2 ", idata"” HOlE ™22 IMG | -R—-- ERWC -
65 9CEQOD | 00001000 (B A2 ", didat™ IMG -R—-- ERWC -
65 9CFO00 | 0000C000 (B A A " rsrc” 2| IMG | -R——- ERWC -
653DB0O00 | 0000F000 |2 Al A ", reloc” A= THHE IMG |-R--- ERWC-
65 9F0000 | 00001000 |8 A SE [Hdmkrtip. d11 IMG -R--- ERWC -
65 9F1000 | 00033000 B A~ " Text” s JEdE e IMG ER--- ERWC -
65AZ4000 | 00001000 B A2 ", data” =& =l {0 IMG -RW-— ERWC -
GSAZSO00 | 00002000 (B A2 ", idata"” HOlE ™22 IMG | -R—-- ERWC -
GSAZ7000 | 00001000 (B A2 ", didat™ IMG -R—-- ERWC -
G65AZB000 | D0OTDO00 (B A4 " rsrc” 2| IMG | -R——- ERWC -
G5AAS000 | 00004000 B Al A ", reloc” A= THHE IMG |-R--- ERWC-
65 ABO000 | 00001000 B A~ audioses.dll IMG -R--- ERWC -
65AB1000 | 0010A0DO0 B A~ " Text™ o8 EdE s IMG ER--- ERWC -
65 EEEOO0 | 00001000 (B A2 "RT_CODE™ IMG ER--- ERWC -
GSEECOO00 | 00001000 (B Al 22 "RT_B5S5" IMG -RW-- ERWC -
G5 BEDOOD | D000Z000 (B A2 ", data” == ¥ [0/ IMG | -RW-- ERWC -
G5 BEFO00 | 00004000 (B A2 ".idata"” HOE MHHZ22 IMG | -R——- ERWC -
G5EC3000 | 00001000 (B A2 ", didat” IMG -R—-- ERWC -
65 BC 4000 | 00001000 |8 A~ "RT_CONST™ IMG -R--- ERWC -
65BC5000 | 00001000 |8 A~ "RT_DATA™ IMG -RWC - ERWC -
65BCE000 | 00010000 (B A2 " rsrc” 2 IMG -R--- ERWC -
GS5BDGE000 | 00010000 |2 Al 2 ".reloc” AE THHE IMG |-R--- ERWC -
65BFO000 | 00001000 (8 A | rdpendp. d11 IMG |-R--- ERWC -
GSEBF1000 | 00037000 (B A2 "L text” o9 Mtsw BE IMG |ER——- ERWC -
65CZB000 | 00001000 (B A A= ", data” =J|Z g HolH IMG | -RW-- ERWC -
65C 29000 | 00002000 |8 A~ ".idata” HOE MHHZN IMG -R--- ERWC -
65CZB0O00 | 00001000 B A~ ", didat” IMG -R--- ERWC -
65CZ2C000 | DOD0DZ000 (B A2 " rsrc” 2 IMG -R--- ERWC -
G5CZEQ00 | 00004000 |2 A2 ", reloc” AE THHE IMG |-R--- ERWC -
G5C 40000 | 00001000 B AAH [ mmdevapi.dll IMG |-R--- ERWC -
G5C 41000 | 0005B000 (B A2 "L text” o™ MswE BE IMG |ER——- ERWC -
G65C9C000 | 00001000 (B A2 "RT_BS5" IMG | -RwW-- ERWC -
65C3AD000 | 00002000 |8 A A~ ", data” & 2 {0/H IMG -RW-- ERWC -
G65CAF000 | 00003000 B A~ ".idata” HOE MHHZN IMG -R--- ERWC -
65CAZ000 | DOOODLO0OD B A2 ".didat” IMG -R--- ERWC -
GECA3000 | 00001000 (B Al 22 "RT_DATA™ IMG -RWC - ERWC -
65CA4000 | 00001000 B Al 2H ".rsrc” Fol Pt IMG |-R--- ERWC -
G5CAS000 | 00006000 B A 2-E ".reloc” A= THHE IMG |-R--- ERWC -
65CEO000 | 00001000 (B A2 [ dinputhost.dll IMG -R--- ERWC -
65CE1000 | 000D 4000 B A~ " text™ o8 EdE B e IMG ER--- ERWC -
65D 85000 | 00003000 |8 A~ ", data” Z2& = {0/H IMG -RW-- ERWC -
65D B8000 | DOO0DZ000 (B A ".idata” HOE HHZ IMG -R--- ERWC -
GEDSB000 | 00001000 (B Al 22 ", didat” IMG -R—-- ERWC -
65D BCO00 | 00001000 |8 Al 2 " rsrc” Fol Pt IMG |-R--- ERWC -
65D ED000 | 00010000 B Al 2E ".reloc” A= THHE IMG |-R--- ERWC -
65DA0000 | 00001000 B A2 | dinput.dll IMG -R--- ERWC -
65DA1000 | 0001LCO00 B A4 " text™ o8 EdE B e IMG ER--- ERWC -
G65DEDO00 | 00003000 |8 A A " . data” & = {0[H IMG -RW-— ERWC - s
HE | |Commands are comma separated (like assembly instructions): mov eax, ebx |:"|E'2I -

= =

|DLL == BEE/0000 CHwiindows oy s WOWESwIMEWSHAREDWMIR AP DLL

|CIZH AFSEE AIZE 0:00:10:48



private void MakeProcessMemoryBlockInfo()

private void MakeProcessMemoryBlockInfo()

{

IntPtr hProcess = OpenProcess(PROCESS ALL ACCESS, false, selectedProcId);
IsWow64Process(hProcess, out is32bitProcess);

ulong lastAddress;
if (is32bitProcess) lastAddress = Ox7ffffff;
else lastAddress = 0x00007fffffffffff;

1stMemoryBlock.Clear();
for (ulong address = 0x0000; address < lastAddress;)

{
MEMORY_BASIC INFORMATION64 mbi = new MEMORY_BASIC INFORMATION64();
int len = VirtualQueryEx(hProcess, (IntPtr)address, out mbi, Marshal.SizeOf(mbi));
if (len > 9)
{
ulong beginAddr = mbi.BaseAddress;
ulong endAddr = mbi.BaseAddress + mbi.RegionSize-1;
if (mbi.State != (uint)StateEnum.MEM_FREE && mbi.State != (uint)StateEnum.MEM_RESERVE && mbi.Type != (uint)TypeEnum.MEM_MAPPED)
{
_ = string.Format($"{beginAddr:X}:{endAddr:X}({mbi.RegionSize:X}) State:{mbi.State:X}, Type:{mbi.Type:X}\n");
1stMemoryBlock.Add(mbi);
}
}
if (mbi.RegionSize != 0)
address = mbi.BaseAddress + mbi.RegionSize;
else
address += 0x1000000;
}

WinAPI.CloseHandle(hProcess);




int GetMemoryBlockIndex(ulong address)

private int GetMemoryBlockIndex(ulong address)

{
for (int i = @; i < lstMemoryBlock.Count; i++)
{
ulong beginAddress = lstMemoryBlock[i].BaseAddress;
ulong endAddress = lstMemoryBlock[i].BaseAddress + lstMemoryBlock[i].RegionSize - 1;
if (beginAddress <= address && address <= endAddress)
return i;
}
return -1;
}

private void cmbDataType_ SelectionChanged(object sender, SelectionChangedEventArgs e)

{
if (cmbDataType.SelectedIndex == 0) {

this.selectedSize = 4;

}

else if (cmbDataType.SelectedIndex == 1) {
this.selectedSize = 2;

}

else if (cmbDataType.SelectedIndex == 2)

{

this.selectedSize = 1;




private int? Parselnt(string? text)

{
if (text == null) return null;
int inval = 0;
try { inval = int.Parse(text); }
catch (Exception) { return null; }
return inval;
}
private int? GetSearchValue()
{
if (txtSearchvalue.Text == "")
{
MessageBox.Show("&Z2 #f=2 HSHM2.", "olg");
txtSearchValue.Focus();
return null;
}
return this.ParseInt(txtSearchValue.Text);
}

public int ByteArrayTolInt(byte[] byteArray, ushort len)
{

int result;

if (len == 8)
result = BitConverter.ToInt32(byteArray, 4) << 16 + BitConverter.ToInt32(byteArray, 0);
else if (len == 4)
result = BitConverter.ToInt32(byteArray, 0);
else if (len == 2)
result = BitConverter.ToIntl6(byteArray, 0);
else result = byteArray[0];

return result;
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// Windows Debugging API - ReadProcessMemory
private bool ReadProcessMemory(IntPtr hProcess, ulong address, byte[] buffer, uint len, out uint bytesRead)

{
bool bRet;
uint oldProtect;
//WinAPI.VirtualProtectEx(hProcess, (IntPtr)address, len, PAGE_READWRITE, out oldProtect);
bRet = WinAPI.ReadProcessMemory(hProcess, (IntPtr)address, buffer, len, out bytesRead);
//WinAPI.VirtualProtectEx(hProcess, (IntPtr)address, len, oldProtect, out _);
return bRet;

}

private bool WriteProcessMemory(IntPtr hProcess, ulong address, byte[] buffer, ushort len)

{
bool bRet;

uint oldProtect;
uint bytesWritten = 0;

WinAPI.VirtualProtectEx(hProcess, (IntPtr)address, len, PAGE_READWRITE, out oldProtect);
bRet = WinAPI.WriteProcessMemory(hProcess, (IntPtr)address, buffer, len, out bytesWritten);
WinAPI.VirtualProtectEx(hProcess, (IntPtr)address, len, oldProtect, out _);

return bRet;



https://learn.microsoft.com/ko-kr/windows/win32/api/memoryapi/nf-memoryapi-readprocessmemory

private void btnNewSearch Click(object sender, RoutedEventArgs e)

{
tmrUpdater.Stop();

MakeProcessMemoryBlockInfo();

IntPtr hProcess = OpenProcess(PROCESS ALL ACCESS, false, selectedProcId);
if (hProcess == NULL)
{

MessageBox.Show("ZZ A A0 HZe £ glgUHCt. ", "ol2f");

return;

int? searchval = GetSearchValue();
if (searchval == null) return;

ushort size = this.selectedSize;
this.ClearViewModelDI();
uint cnt = 9;

for (int i = @; i < lstMemoryBlock.Count; i++)

{

ulong beginAddress = lstMemoryBlock[i].BaseAddress;
ulong endAddress = lstMemoryBlock[i].BaseAddress + lstMemoryBlock[i].RegionSize;
uint regionSize = (uint)lstMemoryBlock[i].RegionSize;

byte[] block = new byte[lstMemoryBlock[i].RegionSize];
bool bRet;

uint bytesRead = ©;

bRet = this.ReadProcessMemory(hProcess, beginAddress, block, regionSize, out bytesRead);

if (bRet != true) continue;



for (uint pos = @; pos < regionSize; pos += size)
{
byte[] buffer = new byte[size];
for (int a = @; a < size; a++)
buffer[a] = block[pos + a];

int readVal = this.ByteArrayToInt(buffer, size);
if (readvVal == searchval)
{
ulong address = beginAddress + pos;
Dataltem de = new Dataltem();
if (is32bitProcess)
de.HexAddress = address.ToString("X8");
else
de.HexAddress = address.ToString("X12");
de.PrevValue = readVal;
de.NowValue = readVal;
de.Size = size;
ViewModelDI.ocDataItem.Add(de);
cnt++;

}

txtMessage.Text = cnt + "JHE &t

if(ViewModelDI.ocDataIltem.Count <= 0)
btnFilterSearch.IsEnabled = false;
else
btnFilterSearch.IsEnabled = true;

tmrUpdater.Start();




private void ClearViewModelDI()

private void ClearViewModelDI()

{
for (int i = @; i < ViewModelDI.ocDataItem.Count; i++)
{
DataItem di = ViewModelDI.ocDataItem[i];
if (!di.Fix && !di.Freeze)
{
ViewModelDI.ocDataItem.RemoveAt(i);
i--;
}
}
}

private void btnClear_Click(object sender, RoutedEventArgs e)

{

this.ClearViewModelDI();




private void btnFilterSearch_Click(object sender, RoutedEventArgs e)
{
tmrUpdater.Stop();
IntPtr hProcess = OpenProcess(PROCESS ALL ACCESS, false, selectedProcId);
if (hProcess == NULL)
{
MessageBox.Show ("= Z A 20 sEUch", "odlg");
return;

int? searchval = GetSearchValue();
if (searchval == null)
return;

int cnt = 0;

bool bRet = false;

uint bytesRead = 9;

byte[] memBlock = new byte[100];

ObservableCollection<DataItem> colNewViewModelDI = new ObservableCollection<DataItem>();
int preBlockIndex = -1, curBlockIndex = -1;
for (int i=0; i<ViewModelDI.ocDataltem.Count; i++)

{

Dataltem di = ViewModelDI.ocDatalItem[i];
ushort size di.Size;

curBlockIndex = GetMemoryBlockIndex(di.Address);
if (preBlockIndex != curBlockIndex)
{
MEMORY_BASIC_ INFORMATION64 mbi = lstMemoryBlock[curBlockIndex];
memBlock = new byte[mbi.RegionSize];
bRet = this.ReadProcessMemory(hProcess, mbi.BaseAddress, memBlock, (uint)mbi.RegionSize, out bytesRead);
preBlockIndex = curBlockIndex;




if (bRet)
{
byte[] buffer = new byte[size];
ulong beginAddr = di.Address - lstMemoryBlock[curBlockIndex].BaseAddress;

for (uint a=@; a<size; a++)
buffer[a] = memBlock[beginAddr+a];

int readVal = this.ByteArrayTolInt(buffer, size);
if (readval != searchval)
{

if(di.Fix || di.Freeze)

{
colNewViewModelDI.Add(di);

colNewViewModelDI.Add(di);

int lastIdx = colNewViewModelDI.Count - 1;
colNewViewModelDI[lastIdx].PrevValue = colNewViewModelDI[lastIdx].NowValue;
colNewViewModelDI[lastIdx].NowValue = readVal;

cnt++;

}
dgDataltem.ItemsSource = null;

ViewModelDI.ocDataItem = colNewViewModelDI;
dgDataltem.ItemsSource = ViewModelDI.ocDataltem;
WinAPI.CloseHandle(hProcess);

txtMessage.Text = "ZA{EHHSIO] " + cnt + "HE &
tmrUpdater.Start();




private void dgDataItem CellEditEnding(..)

private void dgDataltem_CellEditEnding(object sender, DataGridCellEditEndingEventArgs e)
{

// HEE M index Y=

int index = dgDataltem.Items.IndexOf(dgDataltem.CurrentItem);

if (e.EditAction == DataGridEditAction.Commit)
{

var column = e.Column as DataGridBoundColumn;
if (column != null)

{
var bindingPath = (column.Binding as Binding).Path.Path;
if (bindingPath == "NowValue")
{

int rowIndex = e.Row.GetIndex();
var el = e.EditingElement as TextBox;

int? intval
if (intval =

this.ParseInt(el?.Text);
null) return;

Dataltem di = ViewModelDI.ocDataItem[rowIndex];
byte[] buffer = BitConverter.GetBytes((int)intval);

IntPtr hProcess = WinAPI.OpenProcess(PROCESS_ALL_ACCESS, false, selectedProcId);
this.WriteProcessMemory(hProcess, di.Address, buffer, selectedSize);
WinAPI.CloseHandle(hProcess);




private void dgDataItem BeginningEdit(..)

else if(bindingPath == "HexAddress")
{

int rowIndex = e.Row.GetIndex();
var el = e.EditingElement as TextBox;

ObservableCollection<DataItem> oc = dgDataltem.ItemsSource.Cast<DataItem>() as ObservableCollection<DataItem>;
index = dgDataItem.Items.IndexOf(dgDataItem.CurrentItem);

try
{
if (0 <= index && index < dgDataltem.Items.Count && oc[index].Size <= 0)
{
oc[index].Size = selectedSize;
}
}
catch (Exception) { };
this.autoUpdateEnabled = true;

private void dgDataltem_BeginningEdit(object sender, DataGridBeginningEditEventArgs e)
{

autoUpdateEnabled = false;




public void UpdateViewModelDI ()

public void UpdateViewModelDI()
{

tmrUpdater.Stop();
IntPtr hProcess = OpenProcess(PROCESS ALL ACCESS, false, selectedProcId);
if (hProcess == NULL)

return;

int? searchval = GetSearchValue();
if (searchval == null)
return;

bool bRet = false;
uint bytesRead = 9;
byte[] memBlock = new byte[100];

int preBlockIndex = -1;
for (int i = @; i < ViewModelDI.ocDataItem.Count; i++)

{
DataItem di

ushort size

ViewModelDI.ocDataItem[i];
di.Size;




if ((bool)chkAutoUpdate.IsChecked && autoUpdateEnabled)
{
if (di.Freeze != true)
{
int curBlockIndex = GetMemoryBlockIndex(di.Address);
if (preBlockIndex != curBlockIndex)

{
MEMORY_BASIC_INFORMATION64 mbi = lstMemoryBlock[curBlockIndex];

memBlock = new byte[mbi.RegionSize];

bRet = this.ReadProcessMemory(hProcess, mbi.BaseAddress, memBlock, (uint)mbi.RegionSize, out bytesRead);

preBlockIndex = curBlockIndex;

if (bRet)
{
byte[] buffer = new byte[size];
ulong beginAddr = di.Address - lstMemoryBlock[curBlockIndex].BaseAddress;

for (uint a = 9; a < size; a++)
buffer[a] memBlock[beginAddr + a];

int readvVal = ByteArrayTolInt(buffer, size);
ViewModelDI.ocDataItem[i].NowValue = readVal;

}
WinAPI.CloseHandle(hProcess);

tmrUpdater.Start();




public void FreezeViewModelDI()

public void FreezeViewModelDI()

{
IntPtr hProcess = WinAPI.OpenProcess(PROCESS ALL ACCESS, false, selectedProcId);

if (hProcess == NULL || cmbProcess.SelectedIndex <= 0)
return;

foreach (Dataltem di in ViewModelDI.ocDataItem)

{
if (di.Freeze == true)
{
byte[] buffer = BitConverter.GetBytes(di.NowValue);
this.WriteProcessMemory(hProcess, di.Address, buffer, di.Size);
}
}

WinAPI.CloseHandle(hProcess);




private void OnDataItemChecked(..)

<DataGridCheckBoxColumn.CellStyle>
<Style>
<EventSetter Event="CheckBox.Checked" Handler="OnDataItemChecked"/>
<EventSetter Event="CheckBox.Unchecked" Handler="OnDataItemChecked"/>
</Style>
</DataGridCheckBoxColumn.CellStyle>

private void OnDataItemChecked(object sender, RoutedEventArgs e)

{
chkAutoUpdate.Focus();
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